MGopMAIHONEAR NAMITKA /IS HeCOBEPIICHHOICTHMNX 110 BOTIPOCAM
KHOEPOEIONACHOCTH
B ceTit «AnTepuen

KoMnsiTepiuLie BHPYCHI

KoMusIoTepHEli BHDYC - 3TO Pa3HOBHAHOCTS KOMITBIOTEPHBIX MPOrpamMM,
OTIHINTEBHON 0COBEHHOCTBIO KOTOPOH ABAAETCS CIIOCOOHOCTE K PasMHOKEHHIO
(xommpoBanmio). B pgonojuenme K OTOMY, BHPYCH MOTYT MOBPEINTE MM
NOMHOCTBI) YHHHTOXKHATE BCE (haiiins M JaHHbIE, ﬁoﬁmrrrpo.%m{e NOAE30BATLNIO,
OT UMen# KOTOporo Obina 3alylneHa 3apakEHHas OpOTpamMma, a TAloKe NOBPEIHTE
W Ji@Ke YHHUTOKWUTE OTePaHOHIyIc CHCTEMY co Beemu (aiinamu B Hedom. B
BONLIIHECTRE CYY4Es PACHPOCTPAHAIOTCH BHPYCHI HEPE3 HHTCPHET.

MeToab! 3AIHHTEE 0T BPEIOHOCHBIX TPOIPAMM.

1.  Vcnons3yil COBPEMEHHbIC ONEPAlMOHHLIE CHCTEMBI, HMEIOIME
Ceph&3HEIIT YPOBEHB 3allIATHl OT BPEIOHOCHBIX nporpaMm;

2.  Tlocrosuno ycrauapnupaii nardn (mupoBGIE 3AINIATKH, KOTOPHIC
ABTOMATHYCCKY YCTAHABAMBAIOTCH € HEABIO A0paboTKH OpPOrpaMMbl) M APYIHC
oGHOBNCHHA CcBOel onepammonoi cuetemsl. CxaquBaii WX TOIRKO  C
oc_bmmaﬂbﬁdro caitta paspaborumka OC, Ecam cymecTsyer PeHKHM
ABTOMATHYECKOTO OOHOBJICHUA, BKIIFOUH €TI0}

3. PaBotaii Ha CBOEM KOMIILIOTEPE MO/ HpaBaMH [oJL30BaTEs, a HE
a/MUHHCTPATOpa. D70 He TIO3BOAAT OONBITHHCTBY BPEAOHOCHBIX. HPOrpamMM
HHCTAMPOBATLCA HA TROEM NEPCOHAITEHOM KOMITBIOTEPE;

4.  Mcmons3yil AHTHBHPYCHHIE OPOTPAMMHBIE NPOMYKTH! H3BCCTHAIX
[IpoN3BOMTeeH, ¢ aBTOMaTHYCCKIM 00HOBIeHHeM Da3;

5. Orpapnus Quaudgeckuit JOCTYN K KOMIBIOTEPY JUIA MOCTOPOHHHX
Juiy

6.  Hcnonsayil BHEImIHWE HOCHTENH HH(OOPMAIMH, TAKME Kak (prenka,

JAHMCK HIIH d}aﬁ}xm Urrreptiera, TONBKO U3 [POBEPCHHBIX HCTOMHHKOB;

7. . He orTkpeBaii KOMIbIOTEPHEIC (DA, TOMYUCHHBIO U3 HEHAAEKHBIX
nerouriKkos, [lake Te daiinn, KOTOpPEIE NPUCIAT TBOI 3HakoMslil. Jlydme yrounH
YV HEro, OTIPaB/IsI I OH Tebe uX.

Cern WI-FI
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C nomomipio WI-Fi. MOiHO HOAYUHTE OecniarHeli HHTEPHET-Z0CTYH B
06IMeCTBEHIEIX MECTax: kade, OTENAX, TOProBhIX HEHTPAX H a3ponoprax. Tak xe
ABAAETCS MRH‘IH{}H ROIMOEHOCTHIO Bhixoa B Murepier. Ho MHOrHe DKCIEpTHI
cusraoT, 4To obmenocrynHeie WiFi ceru He ABAMOTCH Oe30MACHBIMHL.

CoBernl 1o &mnﬁeﬂom padoTsl B 06METOCTYNHLIX CETAX Wi-fi

1.  He nepejaBail ¢BOW JIHYHYH RHOOPMAIMIO Hepes oOMEeAOCTYIHEIC
Wi-Fi cetii. Paboras B HuX, KETATENLHO HE BBOJMTE HApOIN AOCTYIA, JOTHHEL H
KAKHe-TO HOMEpa;

2. Hcmonssyit u 0BHOBsH AHTHBHPYCHBIC IPOTPaMMBI H OpanMaysp.
Tem cameM Thi obezonacums cebsl 0T 3aKAYKH BUPYCA HA TBOC YCTPOHCTBO;,

3.  Mpu ucriossosanun Wi-Fi oTimom GyHKIHIO «Q06mui rocTyn K
aitam w npumtepany. JawHas (QyRKuMA 3aKpeTa 110 YMONHAHWIO, ONHAKO
HEKOTOPBIE TI0AB30BATENH AKTUBADYIOT €€ /U ya00eTBa HCNoib3oBanns B pabote
wim yuebe;

4. - He wcnons3yi nyGnuaneii WI-F1 uis nepenayn JIH4HBIX JAAHHBIX,
HanpHMep, VIS BEIXOAE B COMHATLHEIC CETH WM B 3ICKTPOHHYIO NOYTY;

S.  Henonpayil TONLKO 3aUIMIICHHOC COCHMHCHHE HEPEs HTTPS, a ne
HTTP, T-;e.:ﬂii_iﬂ- nabope seb-aapeca peom uMeHHO «hittps://»;

6. B wmobunsroM Tenedone otmonn dyskumo «lokmouenne k Wi-Fi
apToMaTHUCCKH», He Jonyckail aBTOMATHYECKOro MOAKITIOUEHHA YCTpoHcTBa K
cersim Wi-Fi Ges TBOSrO Corjlacus.

ConnajibHBIC CETH

CounansHas 0eTh - 3TO CaifT, KOTOPLIH MPeAOCTABASET BOAMOKIOCTE RIOTIAM
ocymecTiisTs obnienne Mexay coboit B unrepHere. Haile srero B HEX A
KakKIOT0 UEeAOBEKa BRIICHNCTCH CBOs JIMYHAs CTIPaHHYKA, Ha KOTOpOH OH
ykasmBaeT 0 ¢ebe pasmTuuHyi0 HHQOPMAIINIO, HAUMHAS OT MMEHM, (assuH K
sakanaHBas TMHEME GoTorpaduamu, MHEOrHe NONE30BATENH HE TOHHMAIOT, 9T0
HHpOPMAIHS, PASMELICHHAS HMA B CONMANILHLIX CETHX, MOXKET ObITh HailjcHa
WCMOIB30BAHA KEM YIOAHO, B TOM HHCIC HE obsarensHo ¢ Grarumm
HAMEPEHHAMHE.

chen-i’smé CORETHI 10 0E30NACHOCTH B CONHATBHBIX CETHX!
1. Orpanuun cmucok apyseit. V 7ebs B jApysssX He NO/KHO ObiTh
CIIYYaHHBIX ¥ HE3HAKOMBIX JTHJEH;
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2 Bammiial CHOK wacTHYO Wu3kb, He ykaswsaii maponu, TencdoH,
ajgpeca, ATy  TBOETO pOXKACHUS MW APYTYIO JIHUHYHO HHPOPMAIMIO,
3HOYMBIIICHHAKE MOTYT HCTIONB30BATH aKe MHPOPMALLIIO O TOM, KaK Thl ¥ TBOH
POAMTENH [LIAHHPYETE NPOBECTH KAHUKY b

3. Janpiiali CRO PENyTANHIO - JIEPKH ee B YHCTOTC U 3ajapait cele
BOHPOC: XOTENA Gb1 T, YTOOB! APYTHE ITOTB30BATENN BHICIH, TTO THI 3ArpysKaeiis?
TogyMmaii, IpEexIe 4eM YTo-T0 onyGI/IKOBATE, HAIKCAT W 3aIPY3HTh;

4,  FEcnu TH TOBOPHIIE C JIOABMH, KOTOPHIX HE 3HACHIL, HE HCTIONB3YH
CROE peambHOE WMA W JPYIYIO JUUHYI0 HHpOpMALMH: HMH, MECTO KHTCILCTBA,
MecTo yaebbl U npovee;

5.  Wsberaii pasmertienns pororpaduii s Wureprere, re Ts H300pakeH
114 MECTHOCTH, TI0 KOTOPOI MOKHO ONPECIHTH TBOE MECTONOROMKCHHE;

6. Tlpu perucipauuy B CONMANBHON ceTH HEOOXOAMMO HCHOIB30BATH
CJIOIKHBIC APOIH, COCTOAIHe U3 OYKB M 1M(p B ¢ KOTHIECTBOM 3HAKOB HC MEHCE
8;

7.  Jlns coumManbHOl CETH, MOYTH M JPYIHX CafiToB  HEODX0AMMO
HCTOIB30BATE PA3HBIC NIAPOJIH. Torzna ecnu TeOs BITOMAIOT, TO 3AOYMBIILUICHHHKH

[OJIYH9AT JIOCTYT TOMBKO K OJHOMY MECTY, 2 He BO BCC €pazy.

X OHHBIE ACHLTH

DAECKTPOHHBIE . JACHBIH — 3T0 oueHb y100HbIIH CHOCO0 1urarexel, 0AHaKo
CYIHECTBYIOT MOIUEHHHKH, KOTOPHIC XOTAT HOAYYHTE 3TH ACHBIH.

DNEKTPOHHBIC ACHBIM TIOSBAINCH COBCEM HEAABHO H MMCHHO H3-32 3TOTO BO
MHOTHX TOCYJAPCTBax A0 CHX MOp HE NPOMHCAHO NPO HHX B 3aKOHAX.

B Poceuit ¢ ol (BYBKIMORAPYIOT H O HHX YIKE [PONKHCAHO B 3AKOHE, TS
HX Pasneisior Ha HECKONBKO BHJIOB - QHOHHUMHBIC H HE AHOHMMHBIC. Paznnua B
TOM, 4TO ﬂﬁ(;iHHMHBIE--:.BTG Te. B KOTOPHIX paspenraercs NpoBoAMTS onepanun 0es
uAeHTHHKANME TOAB30BATENA, 4 B HE AHOHHMHBIX HACHTH(DHKAIIHH
TIONB30BATENA ABAACTCH 00A3ATCILHOMN.

Taoke CUeAyeT PpasiHyaTh O/CKTPOHHBIE duarusie JeHErH  (PABHEI
FOCY/IAPCTECHHBIM BAMOTAM) H DJCKTPOHHBIE neduarTHeie JeHErH (HE DPABHBI
TOCY/IaPCTBEHHBIM BALIOTaM),

Ocunosubi¢ coBeTHI N0 Gesonacuoii padote ¢ NEKTPOHHBIMH eHbLIAMH!

1.  Ilpussoku K cuery MOGHILHEIH tenedon. Dro camplii yzoGHBIE M
OBICTPBI cnocob  BoccTaHOBMTH joctyn K caery. Tlpumazanasii Tenedon
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HOMOMKET, €C/H 3dbyjiemn CBOI NIATEKHBIH TAPOiL WM saliiemh Ha calit ¢
HEIHAKOMOTO YCTPOHCTRA; :

2. Mcnons3yit omropazossie napoiu. Tocne nepexoiia Ha yCHACHHYIO
asropuzanmio Tebe yxe He OyAeT YrpoxaTh ONACHOCTL KpakH M nepexsara
TIATERHOTO Mapoise

3,  Bubepn cnoxuuii napons. [pecrynnukam OyieT HE NPOCTO YraiaTs
criokubii maposs. Hanexseie traponu — 370 HAPOIH, KOTOPBIC COAEPaT He
Metee § 3HAKOB M BRKIIOMAIOT B ¢eDf CTPOYHBIC H MPOMACHEIC OyKBoI, HHpPE ¥
HECKOIbKO CHMBONIOB, TAKHE KaK 3uak jojuiapa, gyura, BOCKJIMLATENIBHbIN 3HAK H
r.n. Hampumep, StROng!s;

4,  He BROaM CBOM JIHYHLIC IaHHBIC HA CAHTAX, KOTOPBIM HE JIOBEpASHIE.

DJIeKTPORHAA HOYTA

SNeKTPOHHAS TI0YTA — ITO TEXHONOTHA H IPEAOCTABISEMBEIE CI0 YOIy 1o
'nepecwme: H HOAYMEHUIO IMEKTPOHHBIX COODIEHHIE, KOTOPLIS pacnpeesaoTes B
KOMIBIOTEPHOH CCTH. OO6BYHO HIEKTPOHHBIH  HOYTOBHIA AIONK  BHITIALAT
cm‘:;;ymmmﬂrﬁﬁpam:'u’Mn_nmsmﬁafrem@uma_ﬁomeﬂa. Taioxe xpome nepeiain
TNPOCTOFO TEKCTA, HMEETCH BOIMOKHOCT [EpEaBaTs (haiinsL

OcuoBHEIEC COBETH T Gesonacuoil paboTe ¢ HICKTPOHHOH NOUTOMH:

i, ' Hapo Bmipars npasuibHbii nouTossid cepsuc. B Hurepnere ects
orpoMiiEii BRGOP GECHIaTHRIX HOUTOBBIX CEPRHCOB, OZHAKO TYHLIC JIOBEPSTH TeM,
KOTO 3HAEIhL U KTO MEPBBIH B PeHTHHIE]

2. He ykassiBait B JHYHOI nouTe AM4HYyI0 HH(popmanmio. Hanpumep,
JIy9INe BHIOPATE «My3HIKanbubii_thanar@y» wi «pok2013» BMeCTO «TeMa 13»;

3.  Vicnomssyil ABYX3TAIHYIO aBTOPH3ALILIO. D10 KOrja HOMUMO Haposs
HYJKHO BBOZTE KO, OpACKIIaeMbiit o SMS;

4.  Buifepn crokHbl Taposib, Jins KHKIOTG HOYTOBOIO SNMKA AOIDKCH
GriTE CBOM HAAKHUEIH, YCTOHYMBRI K B3IOMY HAPOIE]

5.  Ecnu eerh BOIMOKHOCTh Hanucdrs ¢aMOMY CBOM jnadHbill BONPOC,
HCIIOI[BE!Yﬁ ITY BOSMOKHOCTh;

6. Hcnomssyii HeckoInko nodToBIX ammkos, [epsbii ams uacTHOH
NepPeTHCKY € ANPEeCcaraMi, KOTOPEIM Thi 0BEPsClb. JTO MEKTPOHHLIA anpec He
HA/0 HCHOL30BATE IPH PErHCTpaLin Ha (opyMax u caiitax;
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7.  He orxpuisait chatinel 1 APYIUC BAOKCHHA B IHCHEMAX JaXe €CiIH OHH
APUIIUTH OT TBOMX Apy3eif. Jlyumie YyTOUHH y HHX, OTAPABIATH 4 OHH TeGe ITH
halins;

8. [Mocie oxonvuanua paboThl HA HOYTOBOM CEPBHCE MEPEa 3AKPHITHEM

BRIAAKH ¢ caliTom He 326y HakaTh Ha « BuiiTm,

Kﬁﬁépﬁymyﬂr ——  TIPeCNCAOBAHHE  COODIHEHHAMH,  COACPKAIMMH
OCKODONCHMS,  AIPeccHio,  3AlyTMBAHHE,  XYJRIAHCTBO;  COUMANBHOC
GOHKOTHPOBAHAE ¢ IOMOIIBIO PAIHMHEIX HHTEPHET-CEPBHCOB.

OCHOBHBIC COBETHI 110 GOPbGe ¢ KHbEPOyLIHHIOM:

1. He Opocaiics B Goit. Jlymmuii crocod: mocomeroBatsed Kak cefs
BOCCTH W, €CJIM HET TOTO, K KOMY MOKHO 00paTUTheA, TO BHAYANE YCTIOKOHTBCS.
Fcin TH HAYHEIIs OTBEYATH OCKOPOMSHHAMM HA OCKOPONEHMS, TO TOJNLKO eme
BornbLiie Pa3oiCKEIiTh KOHGIMKT,

2, Ynpasusii ceoeli kuGeppenyTaune;

3.  AHOHHMHOCTbH B CCTH MHFMAsL CyitecTByiOT CrIOCOOb! BBIACHHTH, KTO
CTOMT 38 AHOHMMHBIM 8KKAYHTOM; '

4, ' He cTouT BecT: XynuraHckuii obpas BapryanbHOi ¥usHu. FuTepuer
drKeMpyeT BCE TROW fieHCTBHA M coxpanser MX. Yaamuts mx Gyner xpaiue

JATPYAHHTEIBHO;
5.  Beau cebd BEXIHBO;
6.  Wrmopnpyii emmuuumbii #eratws, OHOpa3’oBbie OCKOpOHTETHHBIC

cooOIeHUs Jyumie WrHopHpopars. OGBMHO arpeccHs NpeKpamacTes Ha
HAYATLHOI CTaTm;

7.  Baw arpeccopa. B mporpammax 0OMeHa MIHOBEHHEIMH COOOIICHUAMH,
B CONMANBHBIX COTHX €CTh BOMOWKHOCTH (IOKHMPOBKM OTOpaBKH cooluuenuii ¢
QUpENeTeHHbIX a/IPeCOR;

8.  Ecau tei caumerens xubepOymnmunra. Tson XeHCTBHA: BLICTYHNHTS
IPOTMB TIPECAGAOBATENS, TOKA3ATE €My, UTO €ro JCHCTBUS OUCHHBAIOTCH
HEraTHRHO, NOAAEPKATh KEPTBY, KOTOPOH HYKH& FCHXONOIHYECKas HOMOIS,
COOOIMTE BIPOCILIM O (PAKTE ATPECCHBHOTO MOBEEHHS B CETH.

Mobuanniti Teaedon

JlokymeHT co3aaH B aNeKTPoHHOI dopme. Ne 18-11283/2020 or 28.05.2020. TRARHTEN (Y
CTpaHiua 7 ua 11. CTpanMua cosaana; 28.05.2020 11:20 e




CospemMennbie CMapTHOHB! 1 IIAHIICTH cojlepxat B cebe BHOJIME BIPOCIbIH
QynknMoHan, W TENepb OHH MOLYT KOHKYPHpOBATH €O CTANHOHAPHBIMHA
KoMitbIoTepaMi, OAHAKO, CPE/ICTR 3ANIHTHE U1 I0AO0HBIX YCTPOHCTS [I0KA 049CHE
mano. TecTHpoBaHue M MNOHCK Y#A3BHMOCTCH B HHX TIPOHCXOQHT HE Tak
wiTencHBHO, Kak s 1K, 10 xe camoe KacaeTcd M MODIIIBHBIX NPHIIOKEHHIH.

CoppeMenHbie,  MOOHIBHBIE Opaysepst YXe NpaKTHYCCKH JIOFHAH

HACTONBHLIC AHAIOTH, OJIHAKO PacHIMPCHIEC '&)‘ynk.uuaﬂazra Breuer 3a coboi
DOTBINYIO CIHOXKHOCTE H MEHBITYIO 3AUIHICHHOCTE.

JlaneKo HE BCe NPOH3BOAMTENH BHUIYCKAIOT OGHOBICHU, 3AKPHIBAIONLHE
KPHTHYSCKAE YASBHMOCTH JULA CBOUX YCTPOUCTB.

OcuoBHEIe COBETHI 1B H€3011aACHOCTH mobnannoro Teaedona:

E; By s 0cTOpoXeH, Bejlb Korjaa Tede npeiaraior GecnaTHbI KOHTEHT,
B HEM MOTYT ObITh ';;Kpmi KaRKHEe-TO MIaTHEIC YCAYTH,

5 Jlymaii, npexae yem orapasuts SMS, doTto wm BuICO. Tot TouHO
3Ha{'}]I.IL?_H18l ouu GyyT B KOHEYHOM UTOTE?

8 Heobxoaumo oOHOBISTE ONEPaNHOHHYIO CHCTEMY TBOCTO cmaprhona;

4.  Mcrions3yi aHTHBHPYCHEIE IPOrPaMMBI JUiH MODH/IBHBIX TCHEHOHOB;

5.  He sarpyxail npuIoKeHHs OT HEH3BECTHOTO HCTOYHHKA, BEIb OHH
MOTYT co;xep}xan BPEAOHOCHOE [IPOTPAMMHOE O0eCcHeHeHHE;

6. Tlocne TOro Kak Thl BBIHACHIL C caiiTa, TIAE BBOJWI JIMUHYIO
nﬁ@aopmmum, saitnu B HacTpoiiku Gpaysepa n yjanu cookies;

7.  IlepuomuuecKkH NpOBEpPAl KaKHe [UIATHBIC YCIYTH AKTHBHPOBAHEL HA
TBOEM HOMEPE;

8. Hasaii cBOH HOMEP MOOHIALHOTO Tene(oHA TOABKO TIOIAM, KOTOPBIX

Thi ZHACHIE H KOMY HOBEpsCiIL]
0. Bluetooth gomkeH ObITh BRIKIIOMEH, KOIZIA Thl MM HE HOJb3YCHIBCH.
‘He 3a0bbiBali HHOL1a NPOBEPATE ITO.

PDHUNUHT WU KPaKa nnqnu';- AAHHLIX

[napnas ueas Quumnr - Buaa VIHFEpHET-MOIICHHHYECTBA, COCTOMT B
NONyYeHny k’aﬁd&ugenlmanamr:c- MAHHBIX NONB30BATE/ICH — NOTHHOB H THapone.
Ha anrauiicxom ssuixe phishing snraeres xax ¢ummsr (ot fishing — psibuas
noBiisL, password — Hapoms).

OcHoBHEIC COBETHI 10 6ophie ¢ PUmIHHIOM:
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1.  Cienu 3a csonm akkayurom. Eciin Tel 1HOA03peBaciib, HWTO TBOA
ankeTa Opiia B3dOMana, TO HeoOxonumo 3abIOKHPOBATE €€ M COOOHIMTE
AOMHHHCTPATOPAM pecypea 00 3TOM KaKk MOXKHO CKopee;

2, Hcnonssyil OGesonacusie BeO-caiiTel, B TOM 4YHENe, HHTCPHCT-
MAra3suHOB 1 IOACKOBBIX CHCTCM;

3.  Hcnonwsyit cnoxusie ¥ pasusie naponu. Taxum obpazom, ecan Teds
B3IOMAIOT, TO FOYMBIIIVICHHAKY TIONYYaT AOCTYH TOMBKO K OJHOMY TROEMY
npo IO B CCTH, @ HE KO BCEM;

4.  FEcnn Teba B3AOManH, T0 HEOGXOAMMO NPEAYNPEAHTH BCEX CBOMX
3HAKOMBIX, KOTOPBIC A00aBICHE Y TeO# B APY3bAX, O TOM, 9T0 Teds BINOMATH H,
BOSMOKHO, OT TBOEro MMeHH OyACT pacChUIaTLCs CTIAM H CCBLIKH Ha drnmHroBKIE
caifrsi;

5. Veranosn najgexusi napois (PIN) na mobuibsabil TenedoH;

6.  Orgmoun coxpaHeune napois s Opaysepe;

7.  He orxpuiBail dailisl 1 Apyrue B}I{}_JEEHHH B MHCbMAX JaXe eClH OHU
OpHILIA OT TBOHX Apyseil. Jlyuine yrounu y HHX, OTHPaBIsiIN JAH OHH tebe 3TH
GaibI.

DokyMeHT casfaHd B 3NekTpoHHoR ciopme, Ne 18-11283/2020 ot 28.05.2020. MR Rt YN0
Crpanuua 9 na 11. CTpaknua coagaxa: 28.05.2020 11:20 ol



	1
	2
	3
	4
	5
	6
	7
	8
	9
	10

