HNudopmanus
0 PeKOMEeHAYeMBbIX K HCIIOJIB30BAHMIO B y4eOHOM npouecce 0e30NmacHbIX caiiTax, 0aHHepbI
0e30MacHBIX JeTCKHX CaliTOB, CCHIIIKM HAa 00pa3oBaTe/ibHbIe U MPABOBbIE CANTHI.

1. CaiiT « Bam simunblii UHTEpHET» — CETEBOE M3aHUE, TIOCBIIICHHOE MPOOIeMe 3aIUThI

4eJI0BEKa OT arpeCCUBHOIO cozepxumoro Beemuphoii Cetn, KOTOpOE€ MOXKET IPUUUHUTD BPE]
€My WJIH €ro KOMIIbIoTepy. Pecypc 3HaKOMUT ynTareseil ¢ OTe4eCTBEHHBIM U MUPOBBIM OIIBITOM
3auThl OT BpenHoro MHTepHeT-koHTeHTa. Temarudeckue cratbu. HoBoctu. OG30pB! M OTYETHI.
Mounutopuar CMU. @opym.

2. Caiit «EnnHOE OKHO JIOCTyna K 00pa3oBaTenbHBIM pecypcam» — HH(OOPMAIMOHHAS CHCTEMa

«EnuHoe 0KHO J0CTymna K 00pa3oBaTelbHBIM pecypcam» MpeaoCTaBiIsieT CBOOOIHBINA JOCTYH K
Karajory oopa3oBaTeIbHBIX HHTEPHET-PECYPCOB U MOTHOTEKCTOBOM IEKTPOHHON y4eOHO-
METOIMYECKON OHONMHOTEKe TS 00IIero U MpoeCCHOHAILHOTO 00pa30BaHMS.

3. http://www.saferunet.ru — Llentp bezomacuoro Uutepuera B Poccun. Caiit nocBsieH

npobieme 6e30nmacHOi, KOPPEeKTHOM U KoMpopTHOH paboTsl B HTEpHETE. A KOHKpETHEE — OH
3aHuMaeMmcsi TuTepHeT-yrpo3aMu 1 3¢ (eKTUBHBIM NMPOTUBOJEHCTBHEM UM B OTHOLIEHUU

OJIb30BaTeNEeH.

4. http://www.fid.su/projects/saferinternet/year/hotline — JInnus momomu «JleTu oHIain.
OkazaHue MCUXo0JIOTHYECKON U MPAKTUYECKON MOMOIIHU JIETAM U MOAPOCTKaM, KOTOPBIE

CTOJIKHYJIMCh C OTIACHOCTHIO WJIM HETaTUBHOM CUTYyallMei BO BpeMsl II0JIb30BAaHUSI UHTEPHETOM
WU MOOMIILHOM CBSI3BIO.

5. www.apKpro.ru — aJeKTpOHHBII Kypc MporpaMMbl «310pOBbe M 0€30M1aCHOCTh JIETeH B MUpPE
KOMIBIOTEPHBIX TexHONorui u MHTepuer». [Iporpamma npezacrasiser coboi 72-X yacoBoii
Kypc, coctosimui u3 6 moxayneil. Kaxpiii Moaynnb mporpamMMsl AaeT NOJIPOOHOE OMHCAHUE U
peKoMeHIaluu o obecneueHno 0e30macHoi paboThl 1eTel ¢ KOMIbIOTEpPOM U MIHTepHETOM.

6. http://www.nedopusti.ru — coumanbHbIi MPOEKT MO 3amuTe npas aereit « He momycti»

Opranmzatopsl npoekta: ObmectBennas nanata PO, POLUUT (Pernonansnas OOmecTBeHHAs
Opranmsanus «Llentp MaTepHET-TeXHOMOTHI» ), MeXpernoHanbHas IpaBo3aliuTHAS
oOmiecTBeHHas: opranu3aius « COmpoTUBICHUEY .

7. http://www.newseducation.ru — «boJbImas mepeMeHa» CaiT I MKOJIbHUKOB U UX

poauTenei.

8. http://www.e-parta.ru — Bor mkoapHOro « BCe3HaWKm» — 3TO JIEHTHI HOBOCTEU IO BCEM

LIKOJIBHBIM IIPEMETaM, BUPTYaJIbHbIE SKCKYPCHH, IICUXOJIOTMYECKUE U FOPUIANUECKU € COBETBI
1o Mpo6JemMaM B HIKOJIE U Ha yJuIle, ydeOHbIe BU1€0-(PUIbMBI, 0030pbI JTyULINX PECYPCOB
BcemupHO# ayTUHBI.

WHudpopmaninoHHas naMaTka il y4eHUKOB
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NHOOPMAILIMOHHAS ITAMSATKA JUIA OBYUAIOIIMXCA U1 PASMEIIEHU A HA
ODOUINAJIBHBIX MHTEPHET-PECYPCAX

C KaXIbIM TOJJOM MOJIOJIC)KM B UHTEPHETE CTAHOBUTHCS OOJIBINE, a IIKOJHHUKH OIHU M3 CAMBIX
aKTUBHBIX MOJIb30BaTenel Pynera. Mexay TeM, MOMUMO OTPOMHOIO KOJIUYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIeMbl. DTa MaMsATKa JOJKHA TOMOYb Tebe 6e30MmacHo
HAXOJIUTHCS B CETH.

KommnsrorepHsie BUpyCBI

KomMmrmbroTepHblit BUPYC - 3TO pa3HOBUIHOCTh KOMIBIOTEPHBIX IPOrpamMM, OTIHYUTENHbHON
0COOEHHOCTHI0 KOTOPOM SBIISETCS CHOCOOHOCTh K Pa3MHOXKEHHIO. B 1omoTHEHNE K 3TOMY,
BUPYCHI MOTYT TIOBPEHUThH WM MOJTHOCTHIO YHHUTOXKHUTD BCE (aliiIbl U JaHHBIE,
MOJIKOHTPOJIHHBIE TTOJIB30BATENI0, OT IMEHU KOTOPOTO ObLIa 3aITyllieHa 3apaKeHHasl IporpamMmma,
a TaKk)Ke MOBPEIUTh WIM JaXke YHUYTOXKHUThH ONEPALlMOHHYIO CUCTEMY CO BceMH (hailiamu B
nenoM. B OONbIIMHCTBE CilyyaeB pacpOCTPAHSIOTCS BUPYChI Yepe3 HHTEPHET.

MeTobI 3aIUTHI OT BPEAOHOCHBIX ITPOTPaMM:

1. Hcnonb3yit COBpeMEHHbIE ONEPAIIMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHb
3alIUTHI OT BPEIOHOCHBIX IPOTPAMM;

2. TlocrosiHHO ycTaHaBiuBail matuu (MQpoOBbHIE 3aMIaTKH, KOTOPbIE aBTOMATUYECKU
YCTaHABJIMBAIOTCS € LENIbIO IOpaOOTKU MPOTPaMMBbl) U Jpyrue oOHOBIIEHUS! CBOEH
orepanroHHOM cucteMbl. CKauMBail UX TOJIBKO € O(PUIIMANBHOTO caiita pazpadoTunka
OC. Ecnu cymiecTByeT pexHUM aBTOMAaTHUYECKOT0 OOHOBIIEHUSI, BKJIIOUH €T0;

3. PaboTaii Ha cCBOeM KOMITbIOTEpE MO IIPaBaMH MOJIL30BATEINS, a HE aJIMUHUACTpATOpa. JTO
HE TI03BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX TPOrPaMM MHCTAJIMPOBATHCSI HA TBOEM
MEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonb3yii aHTUBHPYCHBIE TIPOTPaMMHBIE TIPOTYKTHI H3BECTHBIX POU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub HU3HUECKUN AOCTYI K KOMIBIOTEPY Ul TOCTOPOHHUX JIMII;

6. Mcnonp3yit BHENIHHE HOCUTENN MH(POPMAINH, TaKue Kak (Ierika, TUCK Ui daili u3
WHTEPHETA, TOJILKO U3 MPOBEPEHHBIX HICTOUHUKOB,

7. He oTkpbiBail KOMIIBIOTEPHBIE (ailiIbl, TOJTyYEHHBIE U3 HEHA/IEKHBIX UCTOYHHUKOB. Jlaxe
Te (ailsibl, KOTOPHIE MPUCIA TBOW 3HAKOMBIH. Jlydllle yToOUHU y HEro, OTIPABIISUL JTH OH
TeOE UX.

Ceru WI-FI

Wi-Fi - aT0 He B IIepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JInIb Oper 1, mapka. Emie B 1991
rofy HUJepiaHcKas KoMmnanus 3apeructpuponaia opensr "WECA", yto o6o3Ha4ano
cimoBocoueranue "Wireless Fidelity", koTopsriii mepeBoauTces Kak "OecpoBOIHAS TOYHOCTS'.
Jlo Haiiero BpeMeHH Jioliuia apyras ab0peBuatypa, KoTopas sBJISETCS TaKOU K€ TEXHOJIOTHEH.
Ot1o abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JAaHO ¢ HAMEKOM Ha CTaHJAPT BBICIICH
3ByKoBO# TexHUKH Hi-Fi, uTo B mepeBojie 03HavaeT "BbICOKAsk TOYHOCTH".

Jla, OecrutaTHBIN HHTEPHET-I0CTYII B Kade, OTENSAX U adpOoIopTax SIBISIETCS OTIIMIHON
BO3MO’KHOCTBIO BbIXOJ1a B HUHTEpHET. Ho MHOTHE SKCIIepThl CUUTAIOT, UTO 00IIeAOCTYyHbIE Wi-
Fi cetu He siBnsitoTCS OE30MACHBIMH.

CoBeTbl 10 Oe30macHOCTH PabOTHI B 00LIEOCTYHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBOrO JUUHYO HHpOpMannio yepe3 obmmenoctynusie Wi-Fi cetn. Paboras
B HUX, JK€JIaTeIbHO HE BBOJIUTH MApOJIU JOCTYIIA, JOTMHBI U KaKHE-TO HOMEPA;



Wcnonb3yit 1 0OHOBISAN aHTUBUPYCHBIE MPOTpaMMbl U OpaHaMayep. TeM caMbIM Thl
o0e3omacHib ceds OT 3aKaYKU BUpYyca Ha TBOE YCTPOMCTBO;

[pu ncnonp3oBanuu Wi-Fi otkimoun yrkmuro "O0mmii noctyn Kk daitnam u
npunTepam". JlanHast GyHKINS 3aKphITa IO YMOJYaHUIO, OJHAKO HEKOTOPHIE
N0JIb30BATENIN AKTUBUPYIOT €€ JUIsd y100CTBa UCIOIb30BAHUS B paboTe UK yuebe;
He ucnone3yii myonuunsiit WI-FI g nepegaun IMYHBIX TaHHBIX, HAIpUMeEp A1
BBIX0/Ia B COIIMAJIbHBIE CETH WM B JIEKTPOHHYIO MIOUTY;

Hcnonb3yit Tosbko 3anuiieHnoe coequaenue yepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-anpeca BBoau uMeHHO "https://";

B mobunbaOM Tenedone orkimoun pynkuuto "[loaxmoyenne k Wi-Fi aBTomaTiueckn".
He nomyckaii aBToMmaTHUeCKOro NoJKII0YeHus ycTpoiicTBa k cetsiM Wi-Fi 6e3 TBoero
corJiacusl.

CouuanpHble CETH

COIII/IaJ'IBHBIC CCTU AaKTUBHO BXOJAT B HAIlly )KU3Hb, MHOT'UEC JITOAN pa60TaIOT H )XUBYT TaM

IIOCTOSAHHO, a4 B Facebook YK€ 3apCruCTpupoOBadH MUJIIUAP/ YCIIOBCK, UYTO SABJISACTCA OI[HOﬁ

CCI[BMOﬁ BCEX JKHMTEIICH IIaHeThl. MHOTHE N0Ib30BaTe/IN HE IIOHUMAroT, 4TO I/IH(bOpMaI_[I/IH,

pasMCIICHHAasA UMU B COOUAJIbHBIX CCTAX, MOKCT OBITE HaﬁﬂeHa " UCII0JIb30BaHa K€M yroJHo, B

TOM 4HCJI€ HE 00s13aTeNbHO C OIarMMU HAMEPEHUSIMHU.

OCHOBHBIE COBETHI 10 0€30IMACHOCTH B COIIMAJIbHBIX CCTAX!

1.

OrpaHudb CIIUCOK Jpy3eid. Y Te0st B IPY3bsX HE JOJKHO OBITh CITyYailHBIX U
HE3HAKOMBIX JIFOJICH;

3ammuiai cCBOIO YacTHYIO XKM3Hb. He yka3biBait maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUS U IPYTYIO JINYHYIO0 HH(DOpMAIHIO. 310yMBIIITIEHHUKA MOTYT UCIOJB30BaTh
nake HHHOPMAITUIO O TOM, KaK Thl U TBOU POJUTENH IIAHUPYETE MTPOBECTH KAHUKYITBL;
3amuinai CBO0 penyTaluio - AEPKHU €€ B YUCTOTE U 3a/1aBaii cebe BOIPOC: XOTel ObI ThI,
YTOOBI APyTHE MOJIB30BATENIN BUEIHU, YTO Thl 3arpyxaeuis? [logymaii, mpexae uem 4ro-
TO OMyOJINKOBATh, HAITUCATH U 3aTrPY3UTh;

Ecnu ThI roBOpHILIb € JTIOABMU, KOTOPBIX HE 3HACIb, HE UCIOIb3YH CBOE peaIbHOE UM U
JIPYTYIO JIMYHYIO HH()OPMAITUN: UMSI, MECTO KUTEIHCTBA, MECTO YU4€OBI M MPOYEE;
N3b6eraii pazmemienus potorpaduii B UutepHere, rae Thl H300pakeH Ha MECTHOCTH, 1O
KOTOPOU MOXHO ONPEIETUTh TBOE MECTOIIOJIOKEHUE;

[Ipu perucrpannu B cOIMAIBbHON CETH HEOOXOAUMO UCIOIb30BaTh CIIOXKHbIE TAPOIIH,
cocrosinue u3 OyKB ¥ (P U ¢ KOJIMYECTBOM 3HAKOB HE MEHee §;

Jnis conManbHOM CeTH, MOYTHI U IPYTHX CAUTOB HEOOXOAMMO HUCIOIB30BaTh Pa3HbIC
napoinu. Torga ecnu TeOsi B3IOMAIOT, TO 3TOYMBIIUIEHHUKH TIOTYy4YaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpazy.

9J'I€KTpOHHBIC JCHbI'

DJEeKTPOHHBIE AEHBIU - 3TO OYEHb YJOOHBIN cr1oco0 IuIaTekel, 0HaKO CYIECTBYIOT

MOIICHHUKH, KOTOPBIC XOTAT IMOJTYUUTH 3TH JCHBI'U.

BHGKTPOHHLIG JCHBI'K ITOSBHUIIMCh COBCEM HCIAaBHO M UMCHHO H3-3a 3TOI'O BO MHOTHX

rocyaapCTBax 40 CUX IOP HE IPOIHNCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM ()yHKIMOHUPYIOT U O HUX YK€ TPONKCAHO B 3aKOHE, TJIE X pa3AeisioT Ha

HECKOJIBKO BHIOB - aHOHMMHBIC U HC aHOHUMHBIC. Pazuwmia B TOM, YTO aHOHHMMHBIC - 3TO TC, B



KOTOPBIX pa3peliaeTcs MpoBOAUTH ONepaunu 6e3 uaAeHTH(HUKALUY M0JIb30BaTeNs, a B
HEaHOHMMHBIX HJICHTU (PUKALUS TOJIb30BATEINs ABISETCS 0053aTENbHOM.

Taxoke ciemyer pa3nuyaTh SJIEKTPOHHbBIE (PUATHBIE IEHBIH (PaBHBI TOCYAapPCTBEHHBIM BAIIOTAM )
1 DJIEKTPOHHBIE HeUATHBIE IEHbIU (HEe paBHbI TOCYAApCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI 110 Oe30macHoi paboTe ¢ AMEKTPOHHBIMU JCHbraMU:

1. TlpuBsku K cueTy MOOMIIBbHBIN TeneoH. ITO caMblil yIOOHBINH 1 OBICTpPBIH cr10cO0
BOCCTaHOBUTH JOCTYII K cueTy. [IpuBsizannbiii TenedoH MOMOXKET, eciiu 3a0yAelib CBO
IUIaTEKHBIN NAapOJIb WM 3alJIeIb HA CAlT C HE3HAKOMOTO YCTPOMCTBA;

2. HWcnonb3yit onHopasoBble mapoiu. [locie mepexona Ha yCUICHHYIO aBTOPU3ALIUIO TeOe
yXe He Oy/IeT yrpoKaTh ONAaCHOCTb KPa)kKH WM MepexBaTa IUIaTEKHOTO MapoJis;

3. Bribepu cnoxusIii maposts. [Ipectynmankam OyeT He MPOCTO yraaTh CIOKHBINA TapoIh.
HanexHble napoiu - 3To maposu, KOTOPhIE COAEPKAT HE MEHEE § 3HAKOB U BKIIIOYAIOT B
ce0s1 CTPOYHbIE U IPOMHMCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK
nosapa, GyHTa, BOCKJIMIATEIbHbIHN 3Hak | T.1. Hanpumep, $tROng!;;

4. He BBOAY CBOM JIMYHBIE TaHHBIE HA CATaX, KOTOPHIM HE JIOBEPsCIIIb.

DneKTpoHHas 1ouTa

DNEKTPOHHAs NOYTa - 3TO TEXHOJIOTUS U NIPENOCTABISEMBIE €10 YCIYTH 110 IEPECHUIKE U
MOJTyYEHUIO JIEKTPOHHBIX COOOIIEHU, KOTOPBIE PacTIpeIesiIoTCs B KOMIIBIOTEPHON CETH.
OOBIYHO ANEKTPOHHBIN MOYTOBBIH SIIMK BHIMJISIAUT CIEAYIOIIMM 00pazoM:
UMS_TI0JIb30BaTEsI(@UMsL_foMeHa. Takxke KpoMme Mepeaadn MpoCToro TeKCTa, UMeeTcs
BO3MOKHOCTbH TepeaBaTh (hailibl.

OcHOBHBIE COBETHI IO 06€30MMacHON paboTe ¢ ANEKTPOHHON MOYTOM:

1. Hapno BbIOpaTh NpaBUIIbHBIN TOYTOBBIN cepBUC. B MHTEpHETE €CTh OIPOMHBIN BBIOOD
OecIUIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyYlIE JOBEPSITh TEM, KOI'O 3HAEUIb U KTO
IIEPBBII B PEUTHHIE;

2. He yka3pIBaii B TWYHOM MMOYTE JIMUHYIO HHPopManuio. Hampumep, jrydiie BeIOpaTh
"My3bIKalIbHBIA (paHaT@" nim "pok2013" Bmecto "Temal3";

3. Hcmonp3yii IBYXATAITHYIO aBTOPU3AMMIO. DTO KOT/Ia TOMHMO TApOoJIsk HY’)KHO BBOJIUTH
KO/, IpuchlIaeMblii 1o SMS;

4. BrpiOepu cI0XKHBIH Mapoib. [ KaXkI0ro NOYTOBOTO SIIMKA JT0JKEH ObITh CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXKHOCTH HAIMCATh CAMOMY CBOM JIMYHBIN BOMPOC, UCIOJB3YH ATy
BO3MOYKHOCTB;

6. Hcnonb3yi HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBbIii 1715 4aCTHON MEPENUCKHU C
ajZipecaTaMy, KOTOPBIM ThI I0BEpPSICIb. JTO 3JIEKTPOHHBIN aJpec HE HaJ0 UCIIOIb30BaTh
IIpU perucTpanuu Ha popyMax u caiTax;

7. He oTtkpsiBaii (hailsibl ¥ Ipyrue BIOKEHUS B MUChbMAX, AK€ €CJIU OHU MPUIIUIH OT TBOUX
npy3eit. Jlydine yrouyHu y HUX, OTIPABISUIA JTU OHU TeOe 3T (haiiiibl;

8. Tlocne okoHuUaHMs paOOTHI Ha IOYTOBOM CEPBHUCE MEPE] 3aKPBITHEM BKJIAJIKH C CAHTOM
He 3a0y/1b HakaTh Ha "BeiiTu".

KubepOyiauHr Uiy BUPTYyanbHOE U3/1€BaTEIbCTBO

KubepOymuHr - mpecienoBanue cOOOIEHUSIMH, COEPKAITIMHA OCKOPOJICHUS, arpeccuro,
3alyTUBaHKeE; XYJIUTaHCTBO; COLUAIbHOE OOMKOTHPOBAHHUE C IIOMOIIBIO PA3IMYHbIX HHTEPHET-
CEPBHCOB.



OcHoBHBIE COBETHI 110 00pb0E ¢ KNOEPOYITUHIOM:

1.

He 6pocaiics B 60ii. JIyumuit cioco0: mocoBeTOBaTHCS Kak ce0si BECTH U, €CIIU HET TOTO,
K KOMY MOYKHO 00paTUTbhCs, TO BHaYaJle YCIIOKOUThCS. Eciu Thl HauHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO €IIle OOJIBIIE Pa30kKKelTh KOHPIHKT;
VYmpasnsii cBoeit kubeppernyraiuei;

AHOHUMHOCTP B ceTd MHUMAs. CyIIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOMT 32
QHOHMMHBIM aKKayHTOM;

He ctout Bectu xynuranckuii o0pas BUPTyaabHOM u3HU. THTEpHET QUKCUpyeT Bce
TBOM JICHCTBHS M COXpaHseT UX. Y JAIUTh UX OyJeT KpaiiHe 3aTpyIHUTENbHO;
Co0uroaii cBOO BUPTYAJIbHYIO YECTh CMOJIONY;

Urnopupyii enuanuHbI HeratuB. OAHOPa30Bble OCKOPOUTENbHBIE COOOLICHUS JTyUIlIe
urHopupoBatb. OOBIUHO arpeccusi MpeKpamaeTcs Ha Ha4aabHOW CTa/INN;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLIMATBHBIX
CeTSAX €CTh BO3MOXKHOCTb OJIOKUPOBKHU OTIIPABKH COOOIIEHHUI C OTpe/IeIeHHBIX aIpECOB;
Ecnu b1 cBuAeTens kubepOysnnra. TBou necTBUA: BHICTYIIUTh IPOTHB
MpeciieIoBaTes, oKa3aTh €My, YTO €ro JIEUCTBUS OLIEHUBAIOTCSl HETaTUBHO,
MOJIEPKATh JKEPTBY, KOTOPOI HYKHA IICUXOJIOTUYECKask TOMOIIb, COOOIUTH B3POCIBIM
0 ¢aKTe arpecCHBHOTO MOBEICHUS B CETH.

MoOwiIbHBIN TeaehOoH

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COAEPKAT B ce0e BIIOJIHE B3POCIbIN (PYHKIIMOHAMT, U

TeNepb OHU MOT'YT KOHKYPUPOBaTh CO CTAllMOHAPHBIMU KOMIIbloTepaMu. OTHAKO, CPENICTB

3alUTHI U151 TOI00HBIX YCTPONCTB MTOKa OUeHb Mano. TecTupoBaHUE U MOUCK YSI3BUMOCTEN B

HUX ITPOUCXOAUT HC TAK UHTCHCHUBHO, KaK UIA HK, TO K€ CaMOE KacaeTCsl U MOOMIIbHBIX

MIPUIIOKEHUN.

CoBpemMeHHBIE MOOMIIBHBIE Opay3ephl yXKe MPaKTHUECKU JOTHAIN HACTOJIBHBIC aHAIOTH, OJTHAKO

pacumpenre pyHKIHOHAA BIeYeT 3a COO0N OOJBIIYIO CI0KHOCTh U MEHBIIIYIO 3aIIUIIIEHHOCTb.

I[aJ'ICKO HC BCC MMPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ'ICHI/ISI, 3aKPbIBAOINEC KPUTUYICCKUC

YSI3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIs1 0€301TaCHOCTH MOOMIILHOTO Tene(oHa:

Huuero ne sBisercs IMMO-HACTOAIICMY OeCIUIaTHBIM. By,Z[B OCTOPOKCH, BCIb KOIr'la Tebe

IpeUIaratoT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIC YCIYTH;

Jymaii, mpex e uem otmnpaBuTbh SMS, dhoto nnu Buaeo. Thl TOYHO 3HACIIB, TI€ OHU OYIyT B

KOHEYHOM utore?

Heo6xo1umMo 00HOBISATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI JIJIsI MOOMJIBHBIX TEJIE(OHOB;

He 3arpy>1<a171 IIPHUITIO0KCHUA OT HEM3BECTHOI'O HCTOYHHUKA, BEIb OHU MOTI'YT COACPIKATH

BPC€AOHOCHOC ITpOrpaMMHOC O6€CHC‘I€HI/IC;

[Tocne Toro Kak ThI BBIHJIEIIBb C CaiiTa, I'7ie BBOAWII JIMYHYIO HHPOPMAIHIIO, 3aiii1 B HACTPOUKH

Opaysepa u ynanu cookies;

HCpI/IO,Z[I/I‘ICCKI/I HpOBCpHﬁ, KaKHC IIATHBIC YCIIYT'M aKTHBUPOBAHBI HA TBOCM HOMEPC,

I[aBaﬁ CBOI HOMCD MOOHJILHOTO TCJ'IG(I)OHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HACIIb 1 KOMY

JIOBEPSCIIb;

Bluetooth momken ObITH BBIKIIIOYEH, KOT/Ia ThI KM HE TOJIb3yenibesi. He 3a0biBait mHOT 1A

IIPOBEPSITH ITO.
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Online urpst
CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KPACOUYHbIE, 3aXBATHIBAIOIINE Pa3BICUCHUs, 00BEANHSIONINE
COTHHU THICSAY YEJIOBEK 10 BceMy Mupy. Urpoku ucciieyror JaHHbI UM MUp, 00LIat0TCs IpYyT ©
JPYTOM, BBITOJIHAIOT 3a/1aHMsI, CPAXKAOTCSA C MOHCTPAMHU U TOJIYYalOT OIBIT. 32 YA0BOJIBCTBUE
OHU IUIATAT: MOKYNAIOT JHUCK, OIUIAYMBAIOT ADOHEMEHT WM TPUOOPETAIOT KaKUe-TO OILIUH.
Bce 31u cpeacTBa HOyT Ha MOJIEP)KAHUE U Pa3BUTHE UTPHI, a TAKXKe HA caMy 0€30I1aCHOCTb:
COBEpILIEHCTBYIOTCSl CUCTEMbI aBTOPHU3AaLIMK, BBIITYCKAIOTCSI HOBbIE ATy (LU(POBBIE 3aIUIaTKH
JUIsL IPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.
B noo0HBIX UTpax CTOMT onacaThCsl HE CTOJIBKO CBOMX COMEPHHUKOB, CKOJIBKO KPaXKH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMU OOJIBITMHCTBA HUTP.
OcHOBHBIE COBETHI 110 0€30I1aCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroii urpok Benet ceds MI0X0 WM co3aeT Tede HEMPUATHOCTH, 3a0JIOKUpPYH ero

B CIIUCKE UIPOKOB;

2. Tloxamyiics aAIMUHHCTPATOpaM MIPbI Ha TUIOXOE MOBEEHHE ITOr0 UTPOKa, JKEIaTeIIbHO
NPUIOKHUTh KaKHE-TO JOKA3aTeIbCTBA B BUAE CKPHHOB,;
He yka3biBaii 1nuHyt0 nHGOpMaLUIO B podaiiie Urpsl;
YBaxkail Jpyrux y4aCTHUKOB 110 UIPE;
He ycranasnuBait HeouInaabHbIC MATYX U MOJIBI,
Vcnonb3yit crokHble ¥ pa3Hble MapoJy;

No oM ®

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIK04YaTh aHTUBUPYC. [IoKa ThI urpaenis, TBOM
KOMIIBIOTEP MOTYT 3apa3UTh.
@OUIIMHT WK KpaXka JIMYHBIX JaHHBIX
OObIuHOM KpaXkel JeHeT U JOKYMEHTOB CEroJIHs )K€ HUKOIO HE YIUBUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIEHHUKH IEPEMECTUIIUCH B UHTEPHET, U MPOJIOJIKAIOT
3aHUMAaThCs "MOOMMBIM" JIEJIOM.
Tax nosiBuIack HOBask yrpo3a: MHTEPHET-MOLICHHUYECTBA WK (DUILUHT, IJIaBHAs LeJIb KOTOPOIro
COCTOMT B MOJIy4€HUH KOH(HICHIIMAIbHBIX JaHHBIX IOJIb30BaTeNeH - JOrMHOB U naposieil. Ha
aHriuiickoM si3epike phishing ynrtaercs kak ¢ummHr (ot fishing - peioHas nosins, password -
apoJib).
OcHoBHbIE COBETHI 110 00pbOE C PUITUHTOM:
1. Cnenu 3a cBonM akkayHTOM. Eciu TBI IOJ103peBaetib, YTO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKUPOBATh €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak
MOJKHO CKOpEE;
2. Hcnonb3yit 6e3omacHble BeO-CallThl, B TOM YHUCIIE, UHTEPHET-Mara3uHOB U MOUCKOBBIX
CHUCTEM;
3. Hcnonw3yii ciiokHble U pazHble napoiu. Takum o0pazom, eciiu Te0s B3710MAOT, TO
3JI0YMBIIUIEHHUKH [I0Jy4aT JAOCTYI TOJbKO K OJIHOMY TBOEMY NPO(UIIIO B CETH, a HE KO
BCEM;
4. Ecnu 1e0s B3/I0Mald, TO HEOOXOAUMO MPEAYNPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
N00aBIeHBI y TEOS B IPY3bAX, O TOM, YTO TeOs B3JIOMAJIX U, BO3MOKHO, OT TBOETO UMEHH
Oy/eT pacchbUIaThCs CllaM M CChIIKM Ha (PUIIMHTOBBIE CAMTHhI;
5. YcranoBu HagexHbIN Mapois (PIN) Ha MoOuIbHBIN TenedoH;
6. OTtkiroun coxpaHeHHe apoJs B Opaysepe;



7. He oTkpsiBail (hailsibl ¥ Ipyrue BIOKEHUS B MUChbMAaX, AK€ €CJIU OHU MPUIUIH OT TBOUX
npy3ei. Jlydrie yTouHu y HUX, OTIPABIISIIN JIU OHU TeOe 3TH (aiiiibl.
Hudposas penyranus
[udposas pemyramus - 3TO HETaTUBHAS WU TMTO3UTHBHAS MHGOPMAIIHUS B CETH O TeOe.
Komnpomerupyromas nHdopmaus, pa3MelieHHas B UHTEPHETE, MOXKET CEPhE3HBIM 00pazoM
OTPa3UThCS Ha TBOEH peanbHOi ku3Hu. "Lludposas pernyranus" - 3T0 TBOH UMUK, KOTOPBIN
(dbopmupyercst u3 nHbopMauu o Tede B UHTEPHETE.
TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHHE, 0OCOOEHHOCTH XapaKTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.
MHorue nopoCTKH JETKOMBICIEHHO OTHOCSATCS K IMyOJIMKaIMY JTMYHON HH(pOpMaIiy B
WNHTepHeTe, He MOHMMAasi BO3MOKHBIX MOCIENCTBUNA. ThI 1axke HE CMOKENIb JIOTa1aThCs O TOM,
4yTo (oTorpadus, pa3MeleHHas 5 JeT Ha3ajl, cTaja MPUYMHON O0TKa3a NpUHATH TeOs Ha paboTy.
KommeHnTapuu, pazmerienre TBoux Gotorpaduii u pyrue 1eiicTBUs MOTYT HE HCUE3HYTh Jake
I0CJI€ TOTO, KaK Thl MX YAaIulIb. Thl HE 3HAEIIb, KTO COXpAaHWI 3Ty MH(OpPMAIHIO, [ToNaja Jiu
OHa B TIOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIM OHA, a IJIaBHOE: YTO NOAYMAloT O Tebe
OKpY KaroIlue JII0I1, KOTOpbIe HAWIYT U yBUIAT 3T0. HaiiTh nH(popMaLnio MHOTO JIET CITyCTs
CMOJXKET JII000H - KaK U3 JOOPBIX MOOYXAEHUH, TaK U C HAMEPEHHEM IIPUYHHUTH Bpel. DTO
MOXET OBITh KTO YTOHO.
OCHOBHBIE COBETHI 110 3aIuTe HU(PPOBON peryTaLuu:
1. Tlomymaii, mpex/ie 4eM 4To-TO IMyOJIMKOBATh U MepeaBath y ceds B Oyiore Uiu B
COLIMAJIbHOM CETH;
2. B HacTpoiikax npo¢uisi ycTaHOBH OTPaHUYEHUS Ha MPOCMOTP TBOETO MPO(HIIS U €ro
COJIEPKUMOT0, CIENIal €ro TONbKO "isl Apy3en”;
3. He pa3meniaii u He yKka3biBail HHHOPMAITUIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOISTE WITH
o0mXKathb.
ABTOpCKOE NpaBo
CoBpeMeHHbIE NIKOJIBHUKH - aKTUBHBIE TI0JIb30BATENN IIM(PPOBOTo npocTpancTa. OaHAKO
JlaJieKo HE BCE 3HAIOT, YTO MOJIb30BaHNE MHOTMMHU BO3MOKHOCTSIMU IIU(PPOBOTO MHpa TpedyeT
cOOJIIO/IEHNS [TpaB Ha UHTEIUIEKTYyalIbHY0 COOCTBEHHOCTb.
Tepmun "uHTENIEKTYaTIbHAsE COOCTBEHHOCTh" OTHOCUTCS K PAa3JIMYHBIM TBOPEHUSAM
YeJI0BEYECKOT0 yMa, HAUMHAs C HOBBIX M300PETEHUI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIIYTH, U 3aKaHYMBasi KHUramMu, GpoTorpagusaMu, KUHOPUIBMAMU U
MY3bIKQIbHBIMH [TPOU3BEACHUSIMH.
ABTOpCKHE IIpaBa - 3TO MpaBa Ha UHTEIJICKTYaJIbHYIO COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEPaTypbl U UCKyCcCTBAa. ABTOPCKHE IpaBa BHICTYNAIOT B KAUECTBE TapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHbII/TBOpUECKUI TPy aBTOpa HEe OyAET HallpacHbIM, ACT EMY CIIpaBeINBbIE
BO3MO’KHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOEro Tpy/a, MOJIyYUTh U3BECTHOCTh U IIPU3HAHUE.
Huxkro Ge3 paspenieHus aBTopa He MOXET BOCIIPOU3BOAUTE €0 NMPOU3BEICHUE, PACTIPOCTPAHATD,
MyOJIMYHO JEMOHCTPUPOBATh, IPOAABATh, UMIIOPTUPOBATh, MYCKATh B MPOKAT, MyOJINYHO
UCMOJIHATh, OKa3bIBaTh/UCHIONIHATH B 3(hupe WK pa3Meniats B IHTepHeTe.
Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 00eCIieYeHUs] MOXKET MPUBECTH K MHOTUM
pHUCKaM: OT ITOTEPH AAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOICTBA, Ie
YCTaHOBJIEHA HelleranbHas nporpaMma. He crout Taxoke 3a0bIBaTh, YTO CYLIECTBYIOT JIEralbHbIE
1 OecriaTHbIE IPOrpaMMBbl, KOTOPbIE MOKHO HATH B CETH.



O noprane

CereBU4OK.p( - TBOI INIaBHBIM COBETUMK B CETH. 3/1€Ch Thl MOKEIIh Y3HATH O 0€30MaCHOCTHU B
CETH TIOHSITHBIM U JIOCTYITHBIM SI3BIKOM, a TIPU BOSHUKHOBEHUU KPUTUUYECKON CUTYalH
00paTUTHCS 32 COBETOM. A Tak)K€ MPUHATH yJacTHE B KOHKYPCaX U CTaTh CaMbIM ITU(POBBIM
rpakIaHUHOM !

NHpopmanmonnas namsaTka Jyist poaAuTeNnen

Onpenenenue TepmMuHa "HHPOpPMAITMOHHAs 0€30TIacCHOCTh AeTei" comepxkutcs B DeneparbHOM
3akone N 436-®3 "O 3amure nerei oT uHGOpMaLuu, TPUIUHSIONICH BpEa UX 37J0POBBIO U
Pa3sBUTHIO", PETYIUPYIOIUM OTHOIICHHUS, CBI3aHHBIE C 3aLIUTON IeTell oT MHpopManuy,
MIPUYMHSIOIEN Bpe UX 3/I0pOBBIO U (1K) pa3BUTHIO. COINIACHO TaHHOMY 3aKOHY
"undopmarmoHHas 6€30MacHOCTh JACTEH" - TO COCTOSIHUE 3alTUIIICHHOCTH, TP KOTOPOM
OTCYTCTBYET PUCK, CBSI3aHHBII C MpUYMHEHUEM HH(popMalreil Bpeaa uxX 310pOBbIO U (MITH)
¢bu3nIecKOMY, ICUXUIECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbaoro 3akona N 436-D3 undopmarueit, TpUUUHSIONICH Bpel 310POBbIO U
(WH) pa3BUTHIO ACTEH, SBISICTCS:

1. undopmarus, 3anpenieHHas i paCpoCTPaHEeHUs CPean AeTeH;

2. wHpOpMAaIus, pacpoCTpaHEeHHe KOTOPOH OrpaHHYCHO CPENH JCTEH ONpeaeIeHHbBIX
BO3PACTHBIX KaTETOPHM.

3. K undopmaruu, 3anperieHHoi a1 pacipocTpaHeHus Cpeu AeTeil, OTHOCUTCS:

4. undopmarnus, modyxaaroas AeTeil K COBEPIICHUIO IEUCTBUHN, TPEICTABISIOMINX YIPO3Y
WX U3HU U (WIN) 30POBbIO, B T.4. IPUYMHEHUIO BPe/ia CBOEMY 3/I0POBbIO,
CcaMOyOHUHCTBY;

5. cnocoOHOCTh BBI3BATH Y JIETEH JKelNaHue YHoTpeOUTh HAPKOTUYECKUE CPE/ICTBA,
MICUXOTPOIHBIE U (MJIM) OJYpPMaHUBAIOIIME BELIECTBA, TAOauHblE U3/EIHS, AIKOTOJIbHYIO
U CIIHPTOCOAEPKALTYIO TPOAYKIIMIO, MMBO M HAIUTKH, U3TOTABIMBAEMbIE HA €T0 OCHOBE;
INPUHATH YYacTHE B a3apTHBIX UTPaX, 3aHUMATHCS IPOCTUTYIMEH, OPOISIKHIUYECTBOM
WJIY NIOTPOLIaiTHUYECTBOM;

6. 000CHOBBIBAIOIIASI WIIM OTIPABJIBIBAOIIAS TOMTYCTUMOCTh HACHIIHS H (MITH) )KECTOKOCTH
1160 MoOYXIaro1Iasi OCYIIECTBISATh HACHIBCTBEHHBIE IEHCTBUS MO OTHOLICHHIO K
JFOASIM ¥ >KUBOTHBIM;

/. oTpuuarouiasi ceMeWHbIe LIEHHOCTH U (pOpMUpYIOILasi HEYBaKEHUE K POIUTENSAM U (UIIN)
JIPYTUM YJIEHaM CeMbH;

8. ompapapIBaromas NPOTUBONPABHOE OBEICHHUE;

9. conepxaiast HEEH3YPHYIO OpaHb;

10. conmeprkarias nHGOpMAIHIO TTOPHOTPaPHIECKOTO XapaKTepa.

K undopmanuu, pacrnpocrpaneHue KOTOPOil OrpaHUUEHO CPEIr JeTel OnpeesIeHHOTO BO3pacTa,
OTHOCHTCH:

1. undopmarus, npeacTaBiseMas B BUIE U300paKCHUS WU OMUCAHUS )KECTOKOCTH,
(bu3udeckoro u (WJIN) MICUXUYECKOTO HACHIINS, TPECTYIUICHUS WM HHOTO
aHTHUOOIIECTBEHHOTO JICHCTBHUS;

2. BBI3BIBAIONIAA Y JETEH CTpax, y)Kac WIM NaHUKY, B T.4. IPEJCTaBIsieMasi B BUJIC
M300paXKEHUSI WM OTIMCAHMS B YHHKAIOIIEH YeJIOBEUECKOe JOCTOMHCTBO (opme
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HEHACUJILCTBEHHOM cMepTH, 3a00JIeBaHus], CaMOyOUiiCTBa, HECUACTHOTO CiyYasi, aBapuu
WK KaTtacTpo(bl U (MIIM) UX MOCIEACTBHIA;

3. mpencrapisiemMas B BUJE U300payKEHHsI MM ONMMCAHUS TTOJOBBIX OTHOIICHHIA MEXTY
MYXYUHOH 1 KEHIIMHOM;

4. copneprkallas OpaHHBIE CII0Ba U BBIPAKEHUS, HE OTHOCSIIMECS K HELEH3YpPHOU OpaHH.

C yuerom sToro Bam npemnaratorcs mpasuia padboTsl B ceTH MIHTEpHET 1711 pa3inyHbIX
BO3PACTHBIX KaTeropHii, COOJI0JeHNE KOTOPBIX IMO3BOJIUT 00eCeYnTh HH(HOPMALMOHHYIO
0€301acHOCTh BalllUX JEeTEH.

OO6ume mpaBuia Ui poauTesei

1. HesaBucumo oT Bo3pacrta pebeHKa UCIIONb3YyHTe MPOrpaMMHOE 0OecrieueHue,
nomoraroiiee GuiIbTpPoBaTh U KOHTPOJIUPOBATH MH(OPMALIMIO, HO HE MOJIaraiTech
MOJTHOCTBIO Ha Hero. Bare BHuMaHue K peOeHKY - TJIaBHBI METO/1 3allUTHI.

2. Ecnu Bam pebeHOK MMeeT akKayHT Ha OJJTHOM U3 coluanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMaTeNbHO U3YyUUTE, KaKyl0 HH()OpMAIHIO
IOMEIIAIOT €r0 YYaCTHUKH B CBOMX NMPOopmIAX U Osorax, Bkiodas (ororpaduu u Bua€O.

3. IIpoBepbTe, C KAaKUMH APYIUMHU CaiTaMM CBS3aH COLMANIbHBIN cepBUC Bamero pebenka.
Crpanunuku Bamero peGenka MOTyT ObITh 0€30MaCHBIMU, HO MOTYT U COJEPIKATh CCHUIKH
Ha He)KeJaTeJIbHbIe U OMacHble CallThl (HapUMep, MOPHOCANT, UK CalT, HA KOTOPOM
JpyT YIOMHUHAET HoMep coToBoro Tenedona Bamero pedenka nim Bam nomarinuit
ajipec)

4. Tloompsiite Bammx nereit coodmars 000 BceM CTPAaHHOM WJIM OTTAIKUBAIOIIEM U HE
CIIMIIKOM OCTPO pearupynTe, KOraa OHM 3TO AEIa0T (M3-3a ONAceHUs MOTePATh AOCTYI K
WHuTepHeTy et He TOBOPAT POAUTEIISIM O MpodiieMax, a TaKKe MOTYT HayaTb
UCMOJIb30BaTh IHTEpHET BHE IoMa U LIKOJIBI).

5. bynbTe B Kypce cereBoit xu3Hu Bamero pedbenka. IHTepecyiitech, KTO UX Ipy3bs B
WHTepHeT Tak ke, KaKk HHTEPECYeTECh PEAIbHBIMU APY3bsIMU.

Bospacrt ot 7 no 8 ner

B HnrepHere peOeHOK cTapaeTcs MOCETUTh T€ WK WHBIE CAaliThl, @ BO3MOKHO U YaThl,
pa3peleHne Ha MOCeLeHUE KOTOPBIX OH He MOoIy4ui Obl oT poauteneil. [loatomy poaurensim
0COOEHHO MOJIE3HbI OYyT T€ OTYETHI, KOTOPBIE MPEAOCTABISAIOTCA IPOrpaMMaMH 110
OTPaHUYEHMIO UCTOIb30BaHus MHTepHeTa, T.€. PoanuTenbckuii KOHTPOJIb WK TO, YTO BbI
CMOJKETe YBUJIETh BO BpeMeHHBIX (paiisiax. B pesynbrare, y pebenka He OyeT OUTyIIeHUs, 4TO 32
HUM BEJIETCSl IOCTOSHHBIA KOHTPOJIb, OJHAKO, POJUTENH OYAYT MO-NPEKHEMY 3HATh, KaKue
CalThl MocelaeT ux pedeHok. Jletn B JaHHOM Bo3pacTe 00J1a/1al0T CUIbHBIM YyBCTBOM CEMBbH,
OHH JIOBEPYHBHI 1 HE COMHEBAIOTCS B aBTOpUTeTaXx. OHU JIIOOSAT UTPaTh B CETEBBIE UTPHI U
IIyTEeIECTBOBATH 110 MIHTEpHETY, UCIIONB3Ys 3IEKTPOHHYIO I10YTY, 3aXOJUTh HA CAUTHI U YaThl,
HE PEKOMEHJIOBAHHBIE POIUTEISMH.

Cogetsl 1o Oe3onacHOCTH B cetu MHTepHeT Anst nereit 7 - 8 et

1. CozpaiiTe criMcok JOMAIIHUX IPaBUJ HocelieHus IHTepHeTa npu ydacTuu AeTel u
TpeOyiTe ero BHIIOIHEHHUS.

2. TpeOyiite ot Bamero pebenka coOmo1eHUsI BpEMEHHBIX HOPM HaXOXKJICHHUS 32
koMmmbroTepoM. [Tokaxkure pebeHky, uto Bel Habm0aeTE 32 HUM HE TOTOMY 4TO Bam
9TO XOUeTcs, a MOTOMY 4T0 Bbl 6ecriokouTech 0 ero 6€30MacHOCTH U BCETla TOTOBBI €My
IIOMOYb.



10.
11.

12.

13.

14.

Kommerotep ¢ noakmouenneM k UHTEpHETY JOKEH HAaXOAUThCA B 001N KOMHATE 10/
MIPUCMOTPOM POIUTEIEH.

Hcnone3yiTe cienyanbHble JETCKUE IIOUCKOBBIE MAIUHBI.

Hcnonp3yiiTe cpencTBa OJIOKUPOBAHUS HEKENATENbHOTO KOHTEHTA KaK JOMOJHEHNE K
CTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

CoznaiiTe ceMeiHbIi AIEKTPOHHBIN SIIUK, 9TOOBI HE MMO3BOJIUTH JIETSIM UMETh
coOCTBEHHBIE ajpeca.

bnokupyiite focTyn K caifTaM ¢ OeCIIaTHBIMUA TOYTOBBIMHU SIIMKAMHU € TIOMOIIbIO
COOTBETCTBYIOIIETO MPOrPaMMHOI0 0OecreueHusl.

[Ipuyuute nereit coBetroBarhcs ¢ Bamu nepen omy0arMkoBaHUEM Kakoi-Tr00
nH(pOpMaIH CPEACTBAMU 3JIEKTPOHHON MOYTHI, YaTOB, PETUCTPALIMOHHBIX (hOpM U
npodunei.

Hayuure nereii He 3arpyxatb (hailsibl, IporpaMMbl UM MYy3bIKY 0€3 Balllero COrjacus.
He paspemaiite neTsam UCII0Ib30BaTh CIYKObl MTHOBEHHOTO 0OMEHA COOOIIEHUSMHU.

B "GenpIit" circok caToB, pa3penieHHBIX IS TIOCEHIICHHUS, BHOCUTE TOJIBKO CAMTHI C
XOpOLLIEH pPeryTaluen.

He 3a0biBaiiTe OecenoBath ¢ AeThbMU 00 UX JIpy3bsix B IHTepHETE, Kak eciu Obl peusb Ia
0 JPY3bsiX B PEATbHOMN KU3HHU.

He nenaiite "1aby" 13 BOIIPOCOB MOJIOBOH JKU3HH, TaK Kak B VIHTepHeTe 1eTH MOTyT
JIETKO HAaTKHYTHCSI Ha OPHOTpauIo UM CalThl "1 B3pOCIbIX".

[Ipuyuute Bamero peberka cooOmarh BaM 0 JIFOOBIX YTPO3ax UM TPEBOTAX, CBA3aHHBIX
¢ UnTeprerom. OcTtaBaiiTech CIOKOMHBIMHU M HAITOMHUTE JETAM, YTO OHU B
0e30macHOCTH, €CIIM CaMH paccKas3alid BaM O CBOMX TpeBorax. IloxBanure ux u
MOCOBETYNTE MOJONUTH €Ill€ pa3 B MOJO0OHBIX CIIydasX.

Bospact nereii ot 9 no 12 ner

B JaHHOM BO3pacCTe ACTH, KaK IIPaBUJIO, YK€ HACJIBIIIAHbI O TOM, KaKas I/IH(bOpMaI_[I/IH

CYHICCTBYCT B I/IHTCpHeTC. COBepH_ICHHO HOPMAJIbHO, YTO OHU XOTAT 3TO YBUACTDH, IPOYCCTh,

YCIbIIATD. HpI/I 9TOM HYKHO IIOMHHUTB, YTO AOCTYII K HEXKECIIATCIIbHBIM MaT€prajiaM MOXHO

JIETKO 3a0J0KMPOBATh IPU MOMOILM CPEeICTB PoauTenbckoro KOHTpOIIs.

Cosersl 110 Oe30onacHOCTH I aerer ot 9 no 12 ner

1.

CozpaiiTe cMCOK JOMAIIHUX MpaBU NocelieHns IHTepHeT pu ydacTuu AeTel U
TpeOyHTE €ro BHITIOJIHCHHUS.

TpeOyiite oT Bamero pedernka co0It0AeHISI HOPM HAX0XKJIECHHUS 32 KOMITBIOTEPOM.
HabmonaiiTe 3a peGeHKOM mpu paboTe 32 KOMITBIOTEPOM, MOKAXKHUTE eMy, YTO BbI
0ECIIOKOUTECH O €ro 0€30MacHOCTH M BCET/1a TOTOBHI OKa3aTh €My MTOMOIIIb.
Kommbrorep ¢ noaxmoueHueM B IHTepHET 10JKeH HAXOAUThHCS B 00LIe KOMHATE MO
IPUCMOTPOM POJUTENEH.

Wcnonb3yiiTe cpencTa OIIOKUPOBAHHS HEXKENATETLHOTO KOHTEHTA KaK JIOTIOTHEHUE K
CTaHIapTHOMY PomuTensckoMy KOHTPOJIIO.

He 3a0piBaiiTe mpuHUMaTh HEMIOCPEICTBEHHOE YUacTHe B KU3HU peOeHKa, OeceoBaTh ¢
neTbMH 00 UX JIpy3bsix B UHTepHeTe.

HaCTaI/IBaf/’ITe, I-ITO6I:I ACTU HUKOIr'Ja HC COIIallaJIMCh HA JIMYHBIC BCTPCUHU C APY3bsMHU 110
Hnrepnery.



10.

11.

12.

13.

14.

15.

[To3BomnsiiTe METSM 3aXOAUTh TOJIBKO HA CalThI U3 "Oemoro" crucka, KOTOPBIN co3anTe
BMECTE C HUMH.

[IpuyunTe AeTeil HUKOT/IAa HE BBIABATh JUYHYIO HHGOPMAIIUIO CPEICTBAMHU
AIEKTPOHHON MOYTHI, YATOB, CUCTEM MIHOBEHHOTO OOMEHa COOOIIEHUSIMH,
PETrUCTPalMOHHBIX (POPM, JIMYHBIX MPO(UIIEH U MPU perucTpaIi Ha KOHKYPCHI B
Nurepuere.

[Ipuyuure nereii He 3arpyxartb nporpaMmmsl 0e3 Bamero paspemienus. O0bsacHUTE UM,
YTO OHHM MOTYT CIy4ailHO 3arpy3uTh BUPYCHI WU APYTO€ HEXeNaTeIbHOE MPOrpaMMHOE
obecrieueHue.

Cozpaiite Bamemy peOeHKY OrpaHMUEHHYIO YUETHYIO 3allMCh JUIsl padOThI Ha
KOMIIBIOTEPE.

[Ipuyunrte Bamero pedenka coodiiaTs BaM 0 JIOOBIX YIpo3axX WM TPEBOTaX, CBA3AHHBIX
¢ UatepueroMm. HanmomuuTe AETAM, YTO OHH B O€30MACHOCTH, €CIIM CAMU PaCcCKa3alu BaM
0 CBOMX TPEBOTraxX M OMACEHUSX.

Pacckaxute netsim o nopHorpaduu B MlaTepHETE.

HacrauBaiiTe Ha TOM, YTOOBI JETH MPEIOCTABISUIN BaM JIOCTYI K CBOCH dJIEKTPOHHOM
moure, 9To0bl Bbl yOSAUIINCh, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMIIAMH.

OOBsicHUTE JETSIM, YTO HEJIb3s MCIOIB30BaTh CETh /IS XyJIUTaHCTBA, PACIIPOCTPAHCHHUS
CIUIETEH WIIU yTPO3.

Bo3spacr nereit ot 13 1o 17 ner

B atom BO3pPAaCTC NOAPOCTKH AKTUBHO MCHOJIB3YIOT ITIOMCKOBBIC MAIIIMHBI, ITOJIB3YHOTCA

AJIEKTPOHHON MOYTOM, CTy>k0aMU MIHOBEHHOT'O 0OMEHa COOOILEHUSIMHU, CKAaUUBAIOT MY3bIKY U

(bl/IJ'IBMBI. Majp4ukam B 3TOM BO3pacTe 0OJIBIIIE TIO HpaBy CMCTAaTb BCC OIrPaHUYCHUA, OHU

KaKIYT rpyOOTO FOMOpA, a3apTHBIX UTP, KAPTUHOK "5 B3pOoCbIX". JIeBOUKH MPEATIOUNTAIOT

06HIaTI)C$I B HaTax, Ipu 3TOM OHH ropas3ao Ooiee YYBCTBHUTCJIbHBI K CCKCYAJIbHBIM

JoMorarciibCTBaM B I/IHTepHeTe.

3aqaCTy10 B JAHHOM BO3PACTC pOAUTCIIAM YIKC BECbMa CIIOKHO KOHTPOJIIMPOBATH CBOUX ﬂCTCﬁ,

Tak Kak 00 MlHTepHeTe OHU yKe 3HAIOT 3HAUUTENbHO 0oJbIIe cBoMX poauteneil. Tem He MeHee,

He OTITycKaiiTe feteil B "cBoOoaHOe miiaBanue" no Murtepuety. Crapaiitech akTHBHO

Y4aCTBOBATH B O6H_I6HI/II/I pe6eHKa B I/IHTCpHeTe.

BaxHO mo-npesxHEMy cTporo coOiroaTh npasmia MIHTepHET-0€3011aCHOCTH - COTTTalIeHHe

MEX/1y pOAUTEIsIMH U 1eTbMu. KpoMe Toro, Heo0X01MMO Kak MOXHO Yallle IpocMaTpuBaTh

OTYeTHI O JiesiTenbHOCTU fetel B UHTepHere. Crienyer oOpaTUTh BHUMaHHE HAa HEOOXOAUMOCTh

COACPIKAHUA POAUTCIIbCKUX naponeﬁ (naponeﬁ aI[MI/IHI/ICTpaTOPOB) B CTPOTOM CCKPETC U

o0paTuTh BHUMaHUE Ha CTPOrOCTh 3TUX MapOJIEH.

CoBetbl 10 0€3011acCHOCTH B 3TOM Bo3pacte oT 13 mo 17 ner

1.

Co3paiiTe cIMCOK JOMAIIHUX MIPaBUII noceuieHus VIHTepHeTa npu y4acTUH MOAPOCTKOB
u TpedyiiTe 6e3yCIOBHOTO €ro BhINOIHEHU. OOroBopuTe ¢ peOEHKOM CIIMCOK
3arnpelieHHbIX calToB ("uepHbIil criucok"), yackl padoTel B IHTEpHETE, PYKOBOJICTBO 110
oOmenuto B IHTEpHETE (B TOM YHCIIC B YaTax).

Kommnbrotep ¢ nojkitoueHreM K cetd IHTepHeT JoKeH Hax0AuThes B 00Ieil KoMHare.
He 3a0b1BaiiTe OecenoBaTh ¢ JeThbMU 00 HX Ipy3bsix B IHTEpHETE, O TOM, YeM OHU
3aHATHI TAKUM 00pazoM, OyaTO pedb UACT O APY3bsX B peaibHOM xu3HU. CripanuBanTe o



JIIOJISTX, ¢ KOTOPBIMH JIETH OOIIAIOTCS MOCPEACTBOM CIY)KO MTHOBEHHOTO OOMEHa
COOOIIEHUSIMH, YTOOBI YOSIUTHCS, YTO 3TH JIFOJU UM 3HAKOMBIL.

4. Hcnonw3yiite cpeacTBa OJOKUPOBAHUS HEXKEIATEILHOIO KOHTEHTA KaK JONOJHEHHUE K
CTaHIapTHOMY PoauTensckoMy KOHTPOIIO.

5. HeobOxoaumo 3HaTh, KAKUMH YaTaMH T0JIb3yt0Tcsa Bamm geru. [Toompsiite
WCIOJIb30BaHUE MOJIEPUPYEMBIX YaTOB U HACTauBaiTe, YTOOBI I€TH HE OOIIAINCH B
MIPUBATHOM PEXKHUME.

6. HacrauBaiiTe Ha TOM, YTOOBI 1€TH HUKOTJA HE BCTPEUYAIUCH JIMYHO C APY3bSIMU U3 CETH
HnTrepner.

7. Ilpuyuute nereit He BbIIABAaTh CBOIO JIMYHYIO HH(DOPMAIIHIO CPEICTBAMH JIEKTPOHHOM
MIOYTHI, YATOB, CUCTEM MTHOBEHHOTO OOMEHa COOOLICHUSIMH, PETUCTPALUOHHBIX GOPM,
JUYHBIX TpOoGUIEH U IPU pEerucTpalru Ha KOHKypchl B IHTEpHeTe.

8. Ilpuyuute nereit He 3arpyxath mporpammsl 6e3 Bamero paspemienus. OObscHUTE UM,
YTO OHM MOT'YT CIIy4ailHO 3arpy3UTh BUPYChI MU APYTO€ HEXKENATENbHOE MPOrPaMMHOE
o0ecrieueHue.

9. Ipuyunte Bamero pebenka coo0marh BaM 0 JIOOBIX YTPO3ax UM TPEBOTAX, CBA3aHHBIX
¢ Murepuerom. HamomuuTe 1eTsM, 4YTO OHU B O€30MIACHOCTH, €CIIM CaMH paccKas3aliu
BaM, O CBOMX Yrpo3ax WiH TpeBorax. [loxBamre ux 1 mOCOBETYITE MOJOUTH €lIe pa3 B
HOJOOHBIX CITydasix.

10. PacckaxuTe nersim o nopHorpaduu B MHTepHete. [loMornTe uM 3aliuTUTHCS OT CHIaMa.
Hayuute noapocTkoB He BblAaBaTh B VIHTEpHETE CBOETO PEAIIBHOIO AJIEKTPOHHOIO
azipeca, HE OTBEYaTh Ha HEYKENATEIbHBIC ITMCbMA M UCIOJIb30BATh CHELUAIBHBIC
MIOYTOBBIE (PUIIBTPBHI.

11. Ilpuyunre ceOsi 3SHAKOMUTBCS C CAaWTaMH, KOTOPBIE MOCEUIAIOT MOIPOCTKH.

12. HayuuTe neteil yBakaTb IpYTUX B HHTEpHETE. Y 0eInUTEeCh, YTO OHU 3HAIOT O TOM, YTO
IIPaBHJIa XOPOLLIErO MOBENCHUS JIEMCTBYIOT BE3/IE - AAXKE B BUPTYAJIbHOM MUDE.

13. O6BsicHUTE AETAM, UTO HU B KOEM CITydae Helb3s UCIob30BaTh CeTh /Ui XyJIUraHCTBa,
pacnpocTpaHeHHsl CIUIETEH UM YTPO3 APYTUM JIIOSM.

14. O6cyauTte ¢ moApoCTKaMu MPOOJIEMbI CETEBBIX a3aPTHBIX UTP U UX BO3MOXHBINA PHUCK.
Hamnomnure, 4TO A€TH HE MOTYT UIPaTh B 3TU UIPHI COTTIACHO 3aKOHY.

[TocrostHHO KOHTpONMpY#iTE UcTionb30BaHue HTepHeTa Bammm pebenkom! D10 He HapylieHne
€ro JINYHOTO MPOCTPAHCTBA, a MEpa MPEIOCTOPOKHOCTH U MpOosABICHUE Balieil poauTenbckon
OTBETCTBEHHOCTH U 3a00THI.



